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Vulnerability Assessment
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Red Team and Adversary Emulation




Vulnerability Scanning
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Vulnerability Assessment
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Peneteration Testing
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Peneteration Testing Stages
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Red Teaming
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Red Teaming (s ¢iuuls
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The Cyber Kill Chain by Lockheed Martin®

Weaponization Exploitation c%";m .
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Reconnaissance Delivery Installation
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Red Teaming sl Lilla

Anti Virus or internet Security Software
Application Whitelisting
Active Defense

Security Awareness
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Open Source L,/

Metasploit, Empire, Pupy, Open Vas, NMap, Maltego ....
Comercial L,/

NESSUS ,Cobalt Strike ,Core Impact, NetSparker, AppScan, CANVAS ...
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